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Presentation Outline

• Some Questions to Evaluate Your Current Readiness
• Why You Should Consider a Framework (And Why You Might Not Have One)
• Overview of NIST Cybersecurity Framework (CSF 2.0)
• The Six Functions in CSF: Govern, Identify, Protect, Detect, Respond, Recover
• A Tour of the Profile Spreadsheet
• See one Example of Each Function

• More resources
• Navigating The Framework Website and Beyond
• Your Next Steps: Quick Start Guides and Profiles

• Summary and Conclusions
• Questions
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Say Yes Sooner – Dan Lohrmann
Cyber Shall Not Be An Obstacle
It is never too late to start
• I attended a talk by the Author and bought the book to 

read more of his and other's real-life experiences. There 
are numerous stories from the past 5 years about how 
the lax and complacent attitudes in upper management
and even technical people result in successful cyber 
attacks. The book emphasizes the need for sharing 
(rather than hiding) what happened to help others 
respond to or prevent incidents.
• He remains perplexed why companies and individuals 

do not follow even the five simplest security measures, 
(covered later) and that very few have written or 
practiced the incident response playbooks. 



10 excuses for inadequate security 
includes some real laughers….
(adapted from Dan Lohrmann )

1. We did not have the time
2. We could not afford it, didn’t know where to start
3. Our company is different, not a probable target
4. We trusted our system vendor, said was not necessary
5. Our insurance will cover it
6. We have a firewall, so we're covered
7. It was too complicated and hard
8. We tried it before and it didn’t work
9. We were afraid of what we might discover
10. We thought we had a better way



Let's put a few things into perspective
• Companies and individuals do not follow 

even the five simplest security measures
1. MFA (Multi-factor Authentication)
2. Change default passwords (variety of 

passwords, consider a password 
manager)

3. Encryption in transit and at rest
4. Testing security controls (make sure 

controls are effective)
5. Establishing need to know (don’t tell 

everyone everything)
6. And our runner-up…. Train People to 

NOT BE DUMB (eg Recognize Phishing)
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Why You Should Consider a Framework 
(And Why You Might Not Have One)

• Manage and reduce cybersecurity risks
• Companies that follow a framework achieve favorable compliance and security 

outcomes, report lower operational costs, less accepted risk, and better posture for 
defense and resiliency

• CSF assists its users in learning about and selecting metrics and actions to 
achieve specific outcomes
• Describe the current AND target cybersecurity postures 
• Determine gaps, and assess progress toward addressing those gaps

• Identify, organize, and prioritize actions for managing cybersecurity risks
• Assure alignment with organization’s mission
• Consider legal and regulatory requirements, and risk management and governance 

expectations. 6

Read the book
One Second After

If you think technology can solve your security problems…
then you don't understand the problems… and you don't understand the technology. 
(Bruce Schneier)

Understand
Assess
Prioritize
Communicate



Another Framework to Consider: Center for Internet Security cisecurity.org
esp. Multi-State Information Sharing and Analysis Center (MS-ISAC)
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CIS (formerly SANS Top 20) has “eighteen 
actions that can stop the vast majority of the 
attacks seen today” via 150+ Safeguards. 
(56 for Level 1… but must be done in sequence) 
Mapping to CSF 2.0 (… just as good as a Cadillac)
Also pre-configured “hardened images” and 50+ 
benchmarks.

Whereas the NIST Cybersecurity Framework is 
less specific, CIS Controls are more prescriptive 
and may be easier to implement due to specific, 
detailed guidance. 
Much is free, others at low cost to MS-ISAC 
members.

https://www.spiceworks.com/it-security/cyber-risk-management/guest-article/nist-cybersecurity-framework-vs-cis-controls-version-8/



Cybersecurity Maturity Levels (CMMC)
Where are you?
Where do you hope to be?
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It’s not just technology. Policy, Process and People come first!
A Framework is a Roadmap to set your direction and destination.



A Menu of Possible Frameworks 

• NIST acknowledges numerous levels of security need and guidance for each.
• Most Federal and State and Military use NIST SP 800-53 R5 Moderate.
• The lowest is “CSF 2.0 – Cyber Security Framework” and is a “short” guide for anyone to use
• The CSF has 108 controls and rather than writing its own controls, it references these Standard 

documents
• Organizational-specific frameworks exist for banking and HealthCare

700+ pages, 300+ Controls, 14 Families
Plus the 400 Page “How to Audit” Guide

32 pages, 108 Controls, 6 Functions
14-page configuration spreadsheet

Level 1 Level 3



Overview of NIST Cybersecurity 
Framework (CSF 2.0) (Why We Are Here)

• 32 pages, plus some appendices (Core)
• Details the Six Functions: Govern, Identify, Protect, Detect, Respond, Recover
• (Gee I Probably Didn’t Read it Right)

• Download 108 achievable goals (Profile in a 14-page Spreadsheet) aka 
Reference Tool
• Easy to follow taxonomy
• Explains each goal (aka SubCategory/Control) and provides example implementations  
• https://csrc.nist.gov/extensions/nudp/services/json/csf/download?olirids=all
• or
• https://csrc.nist.gov/Projects/Cybersecurity-Framework/Filters#/csf/filters

• Export to Excel and ignore the “Withdrawn” rows

• Quick Start Guides and Communities 
Imagine this: You can implement just 2 goals per week and change your 
security posture from a slouch into a rigid attention in a year.
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Some Questions to Evaluate Your Current Readiness
(A Quick Show of Hands)
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General Questions
 Are you state or local govt
 Do you want to do business with the govt
 Do you do International Business

Governance and Identification
Strategies, Policies, Roles
Asset Management, Risk Assessment
 Risk – What are you protecting
 Who has an inventory of all your hardware, software, data, system configuration and recovery documents
 Have you outsourced your IT or Cyber? Do you feel that protects you?
 Do you have separate IT and Cyber organizations? Do you have a CISO, Are you a CISO?
 Do you have cyber insurance?
 Are you a Cloud based operation and have a strong SLA regarding Cyber
 Who has made a list of your top 10 risks
 Who has revenues over $1 million
 Who spends more than 10% of annual revenues on cybersecurity
 Who has separate IT and Cybersecurity managers
 Have you done an MTD and RPO on email or customer orders

IPDRR



Some Questions to Evaluate Your Current Readiness
(A Quick Show of Hands)
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Protection and Detection
Technology and Controls, Monitoring and Event Analysis
 Do you have a formal cyber framework selected 
 How would you rank these in order of importance? Technology, Policy and procedures, People?
 Who does tabletop exercises annually, On what topics?
 Who does audits on accounts annually to verify former employees are disabled and elevated accounts are only 

assigned as necessary?
 Who has a SIEM?
 Who uses MFA for elevated accounts? For all accounts?
 Who would be receptive to receiving pre-configured “hardened” systems from a federal agency
 Who would be receptive to using a national cybersecurity infrastructure that included firewall, intrusion detection.
 Who would be receptive to having an in-person consultation and recommendations from a national cybersecurity 

agency 

Response and Recovery
Incident Review, Disaster Recovery, and Business Continuity
 Have you suffered a data breach, ransomware or major incident or disaster 
 Who thinks they could survive a 7-day outage due to cyber attack
 Could your company reputation survive and breach, data exposure, or website defacement that makes state-wide news
 Who has a paper copy of Your DR and IR plans at your desk? At home?
 Who has Cyber insurance. Will it re-create your lost data

IPDRR



Six Functions in CSF
Each function has between 

8 and 31 goals
Where do you think the emphasis is?

? goals

? goals

? goals

? goals

? goals

? goals 13

There are 22 Categories



GV.RM

ID.RA

31 goals

21 goals

22 goals

12 goals

13 goals

8 goals

We’re From the Government 
and Here to Help

(And we have diagrams to prove it!)
6 Functions, 22 Categories, and 108 Goals

The Emphasis is On Planning and 
Organizational Issues.

PR.AT

DE.AE

RS.AN

RC.RP

Example Taxonomy
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Do the Important 
Stuff First and 
there will be Less 
Urgent and 
Unexpected Stuff
(Gen. Eisenhower 
Matrix)



31 goals

21 goals

22 goals

12 goals

13 goals

8 goals

Risk
Org.

Possible Themes
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Risk

Org.

Org.

Org.

Org.

Org.
All

IT

IT

IT

IT

Cyb

Cyb

Cyb

Cyb

Org.

Cyb

IT

IT

Cyb

IT

All

• Identify themes of expertise
• Create a strategic plan

• Funding and staffing
• Organizational and technical 

milestones
• In-house vs Outsource
• Cloud vs Local

• Start with Govern and then 
deploy working groups to work in 
parallel

• Create a prioritization matrix 
(Covered Later)

• Understand that it will take 
multiple passes

• Continuous improvement

One Bite at a Time



Who Says You Don’t Need 
Governance?

• Quotes of the week
• You cannot secure anything if you don't have a functioning governance team that not only has the 

support of upper management, but also where upper management gives you the mandate to 
punish/chastise noncompliers.

• IT operations will build all kinds of stupid crap that you have to clean up. And they can spit in your 
face if you tell them that it's a bad idea.

• It's 100% right for Governance to be a central part of any cyber security framework. Here are some 
of the things we want out of governance in our fledgling governance team:
 Be empowered to tell trigger-happy sysadmins (cowboys) with too many admin privileges to 

slow the heck down
 Be respected among your fellow IT folks, and to be consulted before making strategic or product 

changes that add considerable risk
 Demand that EVERYONE (yes, event the IT and CIO) comply to policies
 Be sure to have coverage for products that other people are responsible for (eg vendor products)
 Demand that people actually write documentation, both technical and SOPs
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Understanding the Layout of the 108 Items in the Profile

Let's Take a Tour of the 
Profile Spreadsheet:

Pick a Function, 
Category, Goal, and 
Implementation and 
drill down.

See the 363 Examples in this baseline. 
More to come in future preconfigured 
“organizational, community or small 
business profiles”Goal/Outcome
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Let's Take a Tour of the Profile Spreadsheet:

Focus on the 
Goals



Function 1: (6 Categories, 31 Goals) GOVERN (GV)
The organization's cybersecurity risk management 
strategy, expectations, and policy are established, 
communicated, and monitored

1. Organizational Context (GV.OC): The circumstances - mission, stakeholder expectations, 
dependencies, and legal, regulatory, and contractual requirements - surrounding the 
organization's cybersecurity risk management decisions are understood

2. Risk Management Strategy (GV.RM): The organization's priorities, constraints, risk 
tolerance and appetite statements, and assumptions are established, communicated, and 
used to support operational risk decisions

3. Roles, Responsibilities, and Authorities (GV.RR): Cybersecurity roles, responsibilities, and 
authorities to foster accountability, performance assessment, and continuous 
improvement are established and communicated

4. Policy (GV.PO): Organizational cybersecurity policy is established, communicated, and 
enforced

5. Oversight (GV.OV): Results of organization-wide cybersecurity risk management activities 
and performance are used to inform, improve, and adjust the risk management strategy

6. Cybersecurity Supply Chain Risk Management (GV.SC): Cyber supply chain risk 
management processes are identified, established, managed, monitored, and improved by 
organizational stakeholders

18Process Walk-thru



GOVERN (GV): Category: Risk Management Strategy (GV.RM) 
Sample Goal and Example Implementations

• Risk Management Strategy (GV.RM): The organization's priorities, 
constraints, risk tolerance and appetite statements, and 
assumptions are established, communicated, and used to 
support operational risk decisions
• Goal: GV.RM-06: A standardized method for calculating, documenting, 

categorizing, and prioritizing cybersecurity risks is established and 
communicated
• Ex1: Establish criteria for using a quantitative approach to cybersecurity 

risk analysis, and specify probability and exposure formulas
• Ex2: Create and use templates (e.g., a risk register) to document 

cybersecurity risk information (e.g., risk description, exposure, treatment, 
and ownership)

19Process Walk-thru



Review what we did.
Status?

CIO/CFO/CTO
/CEO 
committee 
meets 
Quarterly

Risk 
register 
complete 
2/24/24

See the 363 Examples in this baseline. 
More to come in future preconfigured 
“organizational, community or small 
business profiles”Goal/Outcome

20

Track your 
status here

Add this column
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Status?

Inventory 
from Prop 
Mgmt due 
2/1/2026

Contracts 
and 
procurement 
preliminary 
report due 
12/1/2025

Track your 
status here

A Second Example: Function 2 is Identify



See the 363 Examples in this baseline. 
More to come in future preconfigured 
“organizational, community or small 
business profiles”Goal/Outcome
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Let's Take a Tour of the Profile Spreadsheet:

Focus on the 
Goals

So How Do We Pick What To Do First?

1. Use the Excel Search and 
Filter Functions do get 
familiar with the 
spreadsheet.

2. Create a scoring matrix to 
identify priorities.

3. Rank based on importance, 
ease and cost.



It’s Time to Get Our Hands Dirty
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1. We will use the Excel Search and Filter Functions do get familiar with the 
spreadsheet.
• NIST provides a complex “Organizational Profile Template” with 14 

columns (See next slide)
• But we will use just 2 columns for this exercise to provide a good first 

pass

2. We will break into 6 teams (GIPDRR) to create a scoring matrix to identify 
priorities.

3. We will consolidate and rank based on importance, ease and cost.
• What do you do first?
• Important, easy… or some combination?
• Take credit for what you have already done.
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When 6 columns are not enough:
Consider using the CSF 2.0 Organizational Profile Template Draft

Our Format…..



Exploit the Spreadsheet Format with a Ranking Process:
Once You Understand the Taxonomy, Try a First Pass and Find the Highest Priorities
Try a sample ranking process for example…. Priority = Function of Importance and Ease
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Consider this 1 day exercise with IT, Cyber 
and Executive Management

For the 108 Goals, create a scoring matrix 
for your chosen criteria.
I picked Importance (Critical=10) and Ease 
(Easy=10) multiplied them.

(You could add columns for cost, a toggle 
for in-house vs outsource, etc).

Based on my initial assessment it appears 
that Authentication and Authorization 
(maybe MFA and RBAC) should be 
addressed first at my company.

Then Asset Inventory, Cyber Awareness 
Training, Backup Integrity, and Incident 
Response.



Exploit the Spreadsheet Format with a Ranking Process:
What happens if you give weight based on a cost factor?
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Do you want to do the “Easy” first or the 
“Free” first, or some combination of both.

Cost Factor
1 = Expensive
2= Moderate cost
3= Free

This changes the priority. 
Lots of stuff is easy and free, although not 
as important.

But Training/Awareness, Authentication 
and Authorization as well as Inventory and 
Configuration Management are still key.



Navigating The Framework Website and Beyond
• https://www.nist.gov/cyberframework

NIST will continue to 
build and host 
additional resources to 
help organizations 
implement the CSF, 
including Quick Start 
Guides and Community 
Profiles
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Your Next Steps: Quick Start Guides and Profiles

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1300.pdf

(9 pages)

https://www.nist.gov/quick-start-guides

Use the Default, or select a preconfigured “organizational, community, or small business profile”

Take the first step now!
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Summary and 
Conclusions
• NIST CSF 2.0 is a viable and recognized cyber framework for the “rest of us”

• Useful as a catalyst for change (Gee I Probably Didn't Read it Right)
• Govern, Identify, Protect, Detect, Respond, Recover

• Plain language, field tested, frequently updated
• Flexible, not prescriptive but gentle nudges
• Well structured spreadsheet of Goals and Implementation Ideas (and your status column)

• It should be implemented as part of a 3 year IT/Cyber/Business strategic plan
• Adoption and Adherence is helpful in many ways

• Reduces risk, identifies gaps, prioritizes implementations
• Brings Cybersecurity to the front burner in C-Level meetings
• Helps justify funding and staff. Brings IT and Cyber to the same table with a common goal.
• Builds trust and confidence within your company and with other businesses
• Serves as evidence to the outside world and insurers that you are making a good effort
• Provides secondary benefits like accurate asset inventory, system documentation

• It’s never too late to start. You might find you are better off than you realize.
29



CipherFidget.com
• This 3D-Printed Caesar Cipher Decoder Ring serves as 

a hands-on tool to explore the basic principles of 
encryption and decryption.
• At its core, this ring is designed to demonstrate the 

Caesar cipher, one of the simplest and oldest forms 
of encryption.
• It utilizes a substitution cipher where each letter in 

the plaintext is replaced by a letter some fixed 
number of positions down the alphabet.
• Using Your Cipher Ring:
• Each notch represents a single letter shift in the 

alphabet. Assign your shift and easily encrypt or 
decrypt a character.
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A NIST Cybersecurity Framework for 
Everyone: Presenting CSF 2.0

Questions????
Barry Hudson, CISSP

bhudsoncissp@gmail.com
bhudsoncissp.com

www.linkedin.com/in/bar
ry-hudson-cissp-

ab9b2136/
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